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Snapchat Is a photo sharing app for moblle phones and
tablets. Thmp allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a ‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative appin
terms of having an impact on young people’s health and
wellbelng, with children feeling that ey can use the app
Snapchat to “make you laok 5

D 5 vdls Ex.I-"I.IG[
ue to‘Snaps’ disappearing, (users can even
send a one-second photo or video], Snapchat
hasﬂhecome the chosen ;:‘dhtfnn:d fxlar chi ctlrlen
ani un; @ to send sexually clt
ima guy:r ‘smréna a otohriden?l?: been
otted, or using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. It Is illegal
ta make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18, This also includes a
sexual Images, photos and videos that a child
may have taken of themselves. However, if a
young parson is found creating or sharing
images, the police can choose to record that a
erime has been committed, but taking formal
action isn’t in the public interest.

SNAP ORIGINALS
rawards users who have achieved high Snap Through ‘Snap Originals; users can watch content
Streaks, by gifting emalls, adding incentives for which has been created by Snapchat on the app,
usars to keep the streaks. Chlldren invest time into including comedy shows, drama, news and more,
mkm;m ulonrg :: ponible.wm ;m M;Iﬁﬁ;:lndy, e are mlqm:and |:1IMrs I
pi amou pressure on available, inspired by the 'snap o als’ shows. This
themselves and their friendships, smmorm:fmomm- addiction.

X'~ Top Tips for Parents

EXPOSING YOUR CHILD'S
EXACT LOCATION
The'Snap Mlg;lnm share your EXACT location in
real-time 1| amap on the The user’s
location updates when the app has opened on
the device. There is a warning on the Sna
website about uploading images and videos to ‘Our
Story. stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
locatlon setting d)‘r‘ou choosel.” When uploading to
*Our Stery/ your child’s image or vides cauld
in"Search results and Stories on or off Snapchat-
today ar in the future”

LENS EXPLORER
The ‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and athers to use. Snapchat
states that the lenses users creata “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+ The ‘Lens Explorer” in the
app now enables users to choose from thousands of
these creations to alter their 5. Anyone can
e s I
oppaortun ¥ age-inapprop| con
be uploaded,

SCREENSHOTS & SAVED
MESSAGES
While s hat’s gi ick is that all photos, videos
and text disappear eventually, users still hava the
capability to screenshot or record anything which
has been sentto them. Users m somatimes forget
that screenshotting Is po: eand send a
compromising image ar massage to somebody who
think they trust. They may also accidentally
an image or messaga to mbodz;hn they
donot w“: Slﬂpi:y Mgm and dh’th‘
message, the userisa save a massage they
have raceived, which can be screenshotted or used
against tham at a later date.

SNAPSTREAKS & ADDICTION
‘Snap Streaks'are gained when snaps have been
sent back and forth consecutively betwaen friends.
mm btm;r:l‘grﬂtm:rl:, Snapgil:t
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At National Online Safety we believe i b
el taind tin gul:de bl y need to hold an informed canversation abaut online safety with their children, should they

adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints & tips for adults,

YouTube is an online platform - owned
by Google - where anyone can upload &
watch video content. All different types of
information, advice & entertainment are
uploaded & billions of people tune in to
watch, rate & commentonit. As a parent,
it'simportant you understand exactly what
content your children might be seeing.

Ow af, parenis need o know abouf

@YOUTUBE e

INAPPROPRIATE CONTE NT USERS CAN PRIVATELY
EASY TO ACCESS CONTACT YOUR CHILD

Any child with a Gmail account can signinto When your child is signed-in to YouTube
YouTube & access videos. Some contentis with their Gmail account, there are
flagged "age-restricted’, but the platform g . various ways they can send & receive
relies en self-verification, meaning kids can messages. This could be via the

get around the rules with a fake date of birth. messages icon, or via the ‘About’ tab.
This could enable access to vulgar, violent & Thereis scope here for users who your
dangerous videos. - child docs not know to make contact.

YOUTUBE SUGGESTS ‘CHALLENGE VIDEOS'
RELATED CONTENT CAN GO TOO FAR

YouTube will often ‘auto play’ Challenge videos refer to a stunt you'ra
videos based on your child’s viewing encouraged to recrcate & Ailm. Many
habits. The aim is to show related & chaltenge videos can be harmless & for
appropriate content. But the problem a good cause, ke the lce Buckat

is: it's possible your child will be Challenge. But some are danqgerous &
exposed to inappropriate content even life threatening, such as the Bird
that isn‘t accurately related Aox Challenge

SHARING VIDEOS RISKS
YOUR CHILD’S PRIVACY

H yaur child has a Google account, they
can upload their own videos. To do this,
they must create a personal profile page
known as a “YouTube Channel’. The videos
uploaded here can be viewed, commented
on & shared by anyone. This could put your
child's privacy at risk.
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APPLY ‘RESTRICTED MODFE’

Rectricted mode helps to hide any mature arunpleasantvideos
fram vour childre Luses YouTube's own automated

loaks at what other users flag as mappropnaste conte
Leensbled in the settings menu on each individual de

CHANGE WHO CAN SEE VIDEOS

You can changr who can view your child's contentin the

settings. Options include Public favailable taall), Private
only available to people you share it with & cannot be
shared) or Unlisted (avail able to poople you share it w

L canbe shared furthes),

BLOCK CONCERNING USERS

To help protect your child fram ¢ yher bublies, harassment ar
persistent oHonzive comments. you can ‘bleck” individual
users. Doing so hides your child's videos from the user &
stops the user being able contact your child in any wWay,

CUSTOMISE THEIR EXPERIENCE

Influence & control what your child watches using features
suchas Playlists (your videos play continuously tather than
vidieos YouTube recommends) & Subse riptions {you chonse
channels your child can watch). It’s also good ta turn off auta
play by toggling the blue button alongside the ‘Up Next title
when viewing a video.

CREATE A ‘FAMILY’
GOOGLE ACCOUNT

Create a Coogle account to be used b ¥

the whole family. This will allow you to

mantar exactly what your child is watching, m ‘
uploading & sharing. Plus, your child’s

YouTube page will display their recontly
watchedvideos, searches, recommended

videos & suggested channels., L

GET YOUR OWN ACCOUNT

Creale your own account so you canexplore features vourseld,
Learn how to flan inappropriate videos, how to maderate
comments & how to block users. This will help you feel more
confident when providing advice drguidance o your children.,

BE MINDFUL OF
CYBERBULLYING

Unee your chile has posted a video, a

worldwide audien e can see it. Strangers

may choose to comment nnthe video, hath

positively & negatively, So, be careful to check
Laminents & any other interactions your child .“_’:i
15 making through the platform. 3

GET TO KNOW POPULAR
CHANNELS

It < good to know which channels are most popular with yaour
children. Some of the most popular channel » right now are:
PewlicPiv, NigaHiga, Zoella, K51, fennaMarblos, Markaplier,
Smash, Thateherfoe & Casper Lee

DON'T ASSUME YOUR
CHILD IS TOO YOUNG

YouTube and YouTube Kids are quickly becoming
the chosen viewing platforms for children
betwoen the ages of 315 & it's likely this trend
willonly increase. 1t's also possible children will
bacome familiar with the platform at o vounger &
younger age. Sait's impartant to understand the
positivis & negatives of the platfoom,

LA sen-G,
L CEMARLIEIe Rareting! hILDs: AW (el 1

Users of this guide do so at their own discretion. No lability is entered into. Current as of the date of release: 10.04.2019




mmaﬂrﬁuﬂﬂu% the information they need to hold an
www.nationalonlinesafety,

Instagram is a hugely popular social networkin
shap happy users worldwide. The
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hashtags they follow,
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g app with over 1 billion
app, which is accessible on i0S and
evices, allows users to upload images and videos to their feed,
like an online gallery. Images and videos cang
of filters to edit the shot before sharing, Anyone with an account can see
others' online ‘galleries’if their account is no
to find, users can include searchable hashtags and captions to their
uploads. The app has additional features like an 'Explore Page, which
contains videos and images tailored to each us
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'~ INSTAGRAM

Instagram revealed that young users spent amimimumof 37
minutes on the app per day, Many social media platforms,
Instagram included have been designed ina WAy tn Keep ue
engaged on them for as long as possible, Eehavioral economust
Nir Eyal ealls this the ' Hook Model' and the Instagram foed 15 a
qgreat example of this. Chilidren and adults may hind themsalves
scrolling to try and got a ‘dopamine releass; Sc ralling may
become addictive and it can be diffreult to step scrolling until
they find that something’ they are looking for. Children may
quickly lose track of time as they git deeper mto their
Instagram feed,

Direct messages (or DMs) on Instagram allow ters to share
POsts, images, videns, voice messages and calls betwoeen pach
other privately lor in a private group). Even if yaur child’s
ACCOUNE i5 5ot 1o private, anybady has the oplion to mossage
them and send them content. I the person is not on your
child's friends list, the message will still be sent to theld inbox
butthe usar has to accept their request to see tha message.

INFLUENCER CULTURE ¥

Influencers are sometimes paid thousands of pounds to
promote a product, service, app and much more on social
media. When celebiities or influencers post such an advert, they
should add a disclaimer somuewhere in the post which states
that they have been paid forit. Commaonly, this is well hiddenin
e hashitags urinthe o of their post. muking it unchear
thattheir photo/vides is actually an advert. This can be NETY
misleading tv young pecple who may be influenced inte
ALY IO 9 hing o o body they
admire. Dr Danielle Waystafl, a psychology professor feam
Feceration University Australia, said that soeial media and
influancer culturs can sometimes lead us to “darive & false sanss

*

\ anegative effect an oue mental healih and wel

ol what everyone else is doing” and that this “can definftely have
IMmieng”

RESTRICT DIRECT
MESSAGES

1 your child receives a message from somebody they do
not know, encourage them not to accept their message
request and ‘block’ this person; this is the only way to stop
them messaging your child again.

LOOK OUT FOR #ADS

InJanuary 2019, the UK’s Competition and Markets
Authority launched an investigation into celebrities who
were posting adverts on social media and not declar ing

that they war paid far. Influencers must clearly state that
they have been paid tor their posts, for example using a
hashtag like #ad or #sponsored. Teach your child to lonk
out for the signs of a paid post/advert and discuss with
them that not everything they see from celebrities is thair
personal choice and opinion.

REMOVE PAYMENT METHODS

If you ars happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab,

1alontneasat

DAMAGETO CONFIDENCE,
BODY IMAGE &
MENTAL HEALTH

I arecent report by the RSPH, Instagram was ranked the

v st bor yersing pac mental health. Using filters on
phatas on Instagram can set unrealistic expectations and
create feelings of inadequacy, Childien may strive for more

“hik ¥ using realistically edited photos, Judging

themselves against other wiers an the app gt threaten

their confidence or self worth, bn cardy 2079, In stagram
boss Adam Mosseri promised to ban MAGEs ¢ LET
following the suidde of 14-year old Molly Russell, who had
repartedly been looking at suchmaterial on the platform.

LIVESTREAMINGTO .5
STRANGERS

Live streaming on instagram allows users 1o connect with friends
amd followers in real-time and comment on videos during
broadcast, but this festure can be turned off, I your chidd's
SeCount is private, zsnly their approved followers can ses thetr
slory. ItU's important to note they may have Accepted atnend
request from someone they don't know. which means they could
be five streaming to strangers. Children also risk sharing content
they fater regret, which could be re-shared onling tor years to
come. Public accoumts allaw anyboddy to view, sowe suggest
your child Blocks followers they don't know, In February 2019,
tha NSPOC demanded a crackdown on Instagram's 'failed
solf-regulation’ after it was revealed grooming and aliise via the
app had mote than tripled. 5,000 cases of sexusl communication
with childron, some as young as 5, took place in 18 months.

REC

IN-APP PAYMENTS - instagram allows for products
directly through the app. It operates tha same rulas as
Facehnok Payments, which state that if you are under the age of
18, you ean only usa lllil'ﬂtmwﬂttluinwlum?:
parent or guardian,

SCROLLING

Instagram added a ‘You've completely caught up Messag
in late 2018, This message breaks up the teed and netines
yoiuwhen you are up to date and there are no more new
pasts from followers, This festures 15 enabled
automatically, but have the conversation with
about how much time they are spending on the appand
set healthy time limits.

PROTECT THEIR PERSONAL
INFORMATION

Your child may unknowingly give away personal information
an their profile or in their live streams. Talk te them about
what their personal information is and make sure that they
do not disclose anything to anyone during a livestream
comment, dire 5.
communication on the platform, even to their friends.

USE A PRIVATE ACCOUNT

video your child uploads 1o
le to anyone. A private account means t
© o approve a e if somebody wants to fo
you and only people vou approve will see your posts ;
videos

EXPSOSING LOCATION 1°®

Public Ioeations can be added ta a aser’s phatosivideos and
alsota their stories, While this may seem like a good idea at
the time, it can expose tha location of your child, This is
particularly more of & risk if 1t 15 on their story, a4 it is real lime
Posting photos and videos is Instagram’s Buggest se g point
But with shaning images comes risks. A photo which includes
Landmarks in the area, their school unifarm, street name,
housa and even tagging in the location of the photo uploadad
te Instagram can expase the child's location, making it casy to
locate them. If their account is not <ot to Private, anyone can
acvess their account and see their location.

W HUACKEDHASHTAGS W

Like Tunttor, hashtags are also an extremely prominent too!
i lnst aim and with that comes dangers for your child
e person may use a seentingly innocent hashtag with one
particular thing in mind, and before you know it hundreds af
people o 2 using the same hashtag for something
mappropnate of dangerous that your child certainly
shouldn't be exposed to,

o @@ &

Instagram TV (IGTV) warks similarly to YouTi Usess can
watch videos from favourite aceounts on the platfarm, or
craate their own channel and post their own videos, It's
PO iant to note Afyeie can create an Instagram TV
channel and doesn't have to be friend., with 4 erson to
follow an account and watch their videos. In 2014 Instagram
apalagiiod and remaved some of its TV content which
featured sexvally suggestive imagery of children, A5 the
feature may one OWEAgEe spinding more time ng the app,
s Important to set time lonits to avoid childrens shecp or
education being disturhad

FILTER INAPPROPRIATE
COMMENTS

Instagram has an‘anti-bullying filter, which hides
comments relating to a person’s appearance or charactor, as
will as threats to a person's wellbeing or health, The filter
will also alert Instagram to repeated problems sothey can
take action against the user if necessary. Thisis an
automatic hlter. butit ean be turned off. Make sure it is
turned onin the app's settings,

TURN OFF SHARING

Even though this feature will not stop paaple from
taking screenshots, it will stop othets being able to
directly share phatos and videos from a storyasa
& to another user. This feature can be turned off
inthe settings. V o recommend turning off the
feature which automatically shares photos and vidaos
rom a story 1o a Facebook account.

DON'T FORGET TO BE VIGILANT &
TALKTO YOUR CHILD ABOUT
THEIR ONLINE ACTIVITIES!
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As well as having the potential to cause actual
physical harm, same challenges can be extremely
upsetting for children. Many are created with the

sole purpose of instilling fear in an individual in
order to coerce them into doing things that could
have a long-term emotional effact on tham,

As a parent or carer, it's important to take a balanced
view and understand that not everything online has
the potential to do harm. Mass-fallowing and
interaction can be a force for goad. For example, the
Ice Bucket Challenge, which swept the nation, set out
to raise money and awareness of Amyotrophic Lateral
Sclerosis {ALS). At its height, over 28 million people
uploaded, commented on, or liked Ice Bucket
Challenge related posts on Facebook. It's equally
important to be aware though that anline challenges
often have a darker side, Malicious trends and
challenges can expase children to dangerous or even
life-threatening situations, so it's critical that parents
and carers are aware of the latest risks and
understand what steps to take to mitigate them.

s

In today's digitally connected w
presented with new wa

carers and trusted adults with

The Fear of Missing Out' (FOMO) is a strong
emotional characteristic, particularly displayedin
young people. The nature of viral challenges
encourages children to explore and push boundaries.
They tap into FOMO by feeding on a child’s natural
desire to join in, be accepted and share experiences
with their friends and the wider online community. A
recent study also found that FOMO is one of the
greatest causes of Social Media addiction.
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orld, children and adults are constantly
! ¥s to engage, react and contribute. We're sociable
beings; it's a natural human instinct, especially amongst youn
want to belong and join in. Viral Chall E
these emotions and, as the name s
rapidly. New challenges are constant
completely innocent, raising
amusement. However, they ¢

er audiences, to
enges (as they’re often known) draw on
uggests, spread and gather pace ver

ly emerging and evolving. They're often
awareness of worthy causes or simply providing
an have much mare sinister undertones,
children at risk of physical harm or, in extreme cases,

putting

fatal injury.

What parenfs need fo know about
NLINE CHALLENGES

®

STRIVING FOR
LIKES

In a major study by the Children's Commissioner, it
was found that children as young as ten years old
arereliant on ‘Likes' for their sense of self-worth. A
majar concern around viral challenges is not
knowing how far children will go to earn Likes’
Couple this growing appetite for acceptance with
commonplace peer pressure and the potential
problemis compounded. The result is that when
young peaple are drawn inta online challenges,
because it is what all their friends are doing, saying
‘no'can seem like a very hard thing to do.

“The coolest on at school will start =
bromifans s e L
Merran, 12, YearEJ'

"I | got 150 likes, I'd be like that's pretiy
cool it means they like you"
Aaron, 11 Year 7

Tips for Parents &

r

COMMUNICATION &
MONITORING

It's impartant to talk to your child regularly and
manitor their online activities. Encouraging honesty
and openness, will give you a much clearer viewpoint
of how your child is interacting online and what
concerns they have. Create an atmosphere of trust,
Ensure they feel they can confide in you er another
trusted adult regarding anything they may have seen
or experienced online that's upset them,

THINK BEFORE ACTING

As with most concerns in life, lot common sense prevail
when it comes to Viral Challengas, Young people need
the freedom and space to explore and going in all guns
blazing may well be counter-effective, Addrass the
importance of safety and wellbeing, both online and
offline, by getting the facts and understanding the
risks. Start a discussion about the Online Challenges
that may have captured your child’s interest, gauge
their likely involvement and explain the impurtance of
thinking and acting independently when it comes to
participating.
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SETTING UP EFFECTIVE
PARENTAL CONTROLS

As with all enline activity, ensuring you have sfective
parental controls set up on all devices will help filter
and restrict the dangerous or inappropriate content

you don't wish your child to access, Additional
measures for protecting your child include checking the
privacy settings on your child’s devices, monitering
their friends list, ensuring their personal information is
safe and secure and keeping a watchful eye on the
content they're sharing

REPORTING & BLOCKING

Parental controls can only go so far in blocking
potentially harmful comtent, Arise in the decoding of
social midia algorithms, has led to age inappropriate
content increasingly appearing on platforms and apps
used by children. Where possible, you should reqularly
monitor what your child sees online and flag/report any
content which is inappropriate or dangerous. You
should take the time to talk to your child, define what
you consider ta be appropriate content and show them
how to report and block usersiaccounts themselves,
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VALIDATE SOURCES

Not everything is as it seems, Some people create fake
content that's designed to shock'in order to encourage

rapid sharing. If your child has seen something online that

has triggerad concern you should enc ouraqe them to,

check its origin, verify that it came from a credible source
and check the comments made for any clues to its validity.

FACING REALITY

Trends and Viral Challenges can be tempting for children
to take part in; no matter how dangerous or scary they
may seem. s a parent or carer it can be difficult to keep
pace with the very latest Online Challenges emerging, In

recent months these have induded potentially dangerous

crazes, including the ‘Bird Box' challenge, which was
inspired by Netflix's popular film and encourages
fellowers to upload videos of themselves attempting
everyday tasks while blindfolded. The best advice is to
keep talking to your child, Show that your taking an
interest and not just prying. Ensure your child knows they
don't have to getinvolved and if they're unsure, let them
know you're thare to talk before they consider
participating. Children often need reassurance that not
everything they see online is real. It your child has viewed
distressing or frightening content it’simportant to talk to
them about their experience, support them and, if
required, help them find additional support,

Natontinesaie
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At National Online Safety we believe in empowering parents, carers and trusted adults with the Information newd to hold an in
feel it is needed. This guide focuses an one platform of many which we balieve trusted adults shunldb-:ul:‘::of.l'hmmu“

Smart devices promise to make our

through a smart system,

The success of any

smart device relies on
ncommunicating with
ather de
the internet s an
unavoidable part of

using smart des

ives easier. In many cases - they do,
risks too. Whether you're using a digital assistant to record your shop

This is the term given to all the devices connecied to the
Intwrnetin your bame. It includes a new digital doorbell
connected Lo your smartphaone, your kettle that boils
when you tell it to on your Lablet or your imating that
conies on when you swipe on your smart wakch, The
Intemet of Things 110T) is designed to make fife casier, but
italso opens up your home network to potential cybar-
attacks. it docsn't mean you can't =njoy the benefits, bug it
daes mean being aware of the potential negativas.

Attuckers could use the
Internet connection
to steal your data for

Fy haud orto
make unauthorised
purchases thraugh
your devices. There s
even potential for more
smister exploitation
such as child groaming

or cyber-bullying,
>

remmnders in your calandar, Check
webicite for any updates

formed conversation about online safety with their children, should they
www.nationalonlinesafety.com for further guides, hints and tips for adults,

however these new technologies present
ping list or you're controlling your lights
many smart functions can be ‘hacked’ and controlled by someone outside your home. This

guide will help you identify some of the Ways you can stay alert and protect yourself.

Whenoover data is sent over the internet, it is
‘encrypted’. This makes it harder 1o cead if it's
mtercepted. You should look to use a strong
encryption setting, such as WPAZ, rather than
WPA or WEP. You can check yaur router manual
oy how to do this.

— =

Your Internet router is the virtual gateway ta
your home network. It neeos protecting, To do
this, you should changa tha default name (the
5510} and password. You can usually find aps
Lo do this in the instruction manual_ Don't use
your family name. Choase somathlng mare
obscure. Make the password complicated

too, using upperand lower-case letrers,

syimbots. Do this
tar your router
and any other
smart devices
connected to the
Internet.
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If your router has a feature that allows you to

should use it. That way

guests use

your

et up a separate network for ¢

Fi, they won't have acces

5. you
pur device
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1f you ever feel something is wrong or
your metwork is beng exploited, visit
1NE Mmanufactures's website ar ring
their technical support department. It's

=

It's agood idea to
changs the activation
words on your smart
devices sa they are
unigue to you and your
family. Thic makes it
that much barder for
puaple to break into
¥OUF SMart devices,

e

a, you probably
to cantral your kettle fram
outside the house. In fact, ther

of ten many unne

re
Q sary fea
included on smart devices. Whera
oL should look 1o disable
the ability for

e

o

hetter o be safe than socry.

You could slso purchase o dedicate

into yourn
have a fir
firewall de

and ha

=f “fine

scall’ device
threats reaching your

Meef our expert
Emma was a secondary school Computer
Science teacher for more than decade,
Since leaving education, she has been
working in a cyber security firm delivering
cyber awareness training to businesses
and carrying out netwark testing. She s
amother of a five-year-old and has vast
experience of controlling and managing
how children access online services and
use apps.
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Every now and then you should check through all of your
smart devices | ding games il to
the Intrrmes). Tuen them off at the mains and disconnect
them from the Internet, In fact, it's good practice to
disconnect any devices that aren’t in use, It's a small
thing but reslly does help. Even when you think a devics
might be in sleep mode, if it's connected to the Intemet
it could still be listening or streaming dota.
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Users of this guide do 50 at their own discretion. No liability is entered into. Current as of the date of release: 10.04.2019




